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From: Ellis, John

To: Andrea Noel

Cc: Johnston, Robert; Murray, Paulette; Wells, Jeffrey; Duffey, Dylan; Blake, Wendy; Laurence Brewer
Subject: EPA"s Final Report to NARA regarding UD-2021-0040

Date: Thursday, February 10, 2022 7:01:33 PM

Attachments: UD 2021 0040 Final Response to NARA.pdf

Hello Andrea,

Please see attached, EPA’s Final Report in response to NARA’s September 1 and October 1, 2021
letters regarding UD-2021-0040 —

Allegations of unauthorized destruction of records related to chemical risk assessments within the
Office of Chemical Safety and Pollution Prevention.

Should you have any questions, please let me know.

John B. Ellis, Agency Records Officer

Office of Mission Support (OMS), Enterprise Records Management Division (ERMD)
National Records Management Program (NRMP)

1301 Constitution Ave., NW, Washington, DC 20460, WJCW, Mail Code 2821T

Phone: 202-566-1643, Mobile: 202-657-3091
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UNITED STATES ENVIRONMENTAL PROTECTION AGENCY
WASHINGTON, D.C. 20460

OFFICE OF MISSION SUPPORT

February 11, 2022

Laurence Brewer

Chief Records Officer for the U.S. Government
National Archives and Records Administration
8601 Adelphi Road

College Park, MD 20740-6001

Via email to laurence.brewer@nara.gov

Re: Response to September 1 and October 1, 2021 letters, Ref. No. UD-2021-0040

Dear Mr. Brewer:

In conjunction with our December 1, 2021 correspondence, this is the U.S. Environmental Protection
Agency’s (EPA’s) final response to your letters dated September 1 and October 1, 2021 concerning
allegations of an unauthorized destruction of records raised by Public Employees for Environmental
ResponSIbIIIty (PEER) in its August 26, 2021 letter to you. PEER’s allegations pertain to the following:
. Allegations of unauthorized destruction of records related to the development of the Waters of
the United States (WOTUS) rule, and
2. Allegations of unauthorized destruction of records related to chemical risk assessments within
EPA’s Office of Chemical Safety and Pollution Prevention.

EPA responded to PEER’s allegations regarding item 1 above in a letter dated December 1, 2021. As to
item 2 above, PEER alleges in its August 26 complaint that management in the Office of Chemical
Safety and Pollution Prevention (OCSPP) modified or deleted substantive information contained in
certain draft chemical risk assessments, and that EPA did not preserve these drafts as required by the
Federal Records Act (FRA). EPA takes compliance with the requirements of the FRA very seriously,
and OCSPP staff have reviewed and investigated the allegations referenced in PEER’s August 26
complaint to determine whether any unauthorized disposition of federal records has occurred. After a
careful investigation into the allegations, EPA has concluded that there has been no unauthorized
disposition of federal records.
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Alleged Alteration of Chemical Risk Assessments

Background

EPA's New Chemicals program helps manage the potential risk to human health and the environment
from chemicals new to the marketplace pursuant to section 5 of the Toxic Substances Control Act
(TSCA). The New Chemicals program functions as a “gatekeeper” for the manufacture of new chemical
substances and can identify conditions, up to and including a ban on production, to be placed on a new
chemical before it is entered into commerce. EPA classifies chemical substances as either “existing”
chemicals or “new” chemicals. “Existing” chemicals are chemical substances that were already in
commerce when TSCA was enacted in 1976 or chemical substances that entered commerce after having
undergone Pre-Manufacture Notice review (discussed below). All “existing” chemical substances appear
on the publicly available TSCA Chemical Substance Inventory. Any chemical substance not on this
Inventory is considered a “new chemical substance.”

Under Section 5 of TSCA, anyone who plans to manufacture or import a new chemical substance for a
non-exempt commercial purpose is required to provide EPA with notice before initiating this activity.
This notice is known as a Pre-Manufacture Notice (PMN). When the Agency receives a PMN, OCSPP
will begin its review process to ensure the safety of any new chemicals that submitters seek to enter into
U.S. commerce. When this evaluation is complete, OCSPP drafts and issues a chemical risk assessment
for the new chemical substance.

Allegations of Records Loss

EPA understands that the allegations in PEER’s August 26 Complaint relate solely to the preservation
and alleged unlawful disposition of draft chemical risk assessments.! Specifically, PEER alleges that
OCSPP management substantively modified the original draft chemical risk assessments at issue, and
then issued final, modified chemical risk assessments without preserving the original draft. In PEER’s
view, EPA is obligated to preserve these draft documents because “draft risk assessments clearly reflect
an agency policy/decision within the meaning of the Federal Records Act (§§ 3301(a)(1)(A); 3303a.”
August 26 Complaint at 3. In its complaint, PEER alleges that the draft chemical risk assessments at
issue were modified as follows:
... [there are] numerous instances where [] risk assessments were changed by [] managers or
colleagues in response to direction by management. These changes include deleting language
identifying potential adverse effects, including developmental toxicity, neurotoxicity,
mutagenicity, and/or carcinogenicity. These changes also include major revisions altering

1 PEER’s June 28 letter (described on page 3) also alleges that the final version of one of the identified chemical risk
assessments was removed from EPA’s New Chemical Review (NCR) system, which PEER suggests is a violation of the
Federal Records Act. Although EPA has confirmed that this document was in fact removed from NCR, EPA disagrees that
such a removal violates the Federal Records Act provided that EPA has preserved the record copy of the document. In this
case, the record copy of the document remains preserved on the TSCA Confidential Business Information (CBI) Local Area
Network (LAN). Moreover, a sanitized version (TSCA CBI redacted) of this very document is publicly available on
www.regulations.gov, which may be accessed by clicking the link below and downloading the last document on the list, titled
“P-19-0109 Health Risk Assessment Final 05-29-20 Sanitized.” As such, with respect to the final version of the chemical risk
assessment that was removed from NCR, EPA has concluded that there is no records loss.
https://www.regulations.gov/document/EPA-HQ-OPPT-2020-0251-0010





http://www.regulations.gov/


https://www.regulations.gov/document/EPA-HQ-OPPT-2020-0251-0010





Page 3 of 6

assessment conclusions to indicate no toxicity concerns despite data to the
contrary...Significantly, these alterations were sometimes overwritten onto the draft assessments
such that not only is the original draft assessment lost, but the identity of who made the
alterations is also not retained.

Id.
EPA’s Investigation

EPA’s investigation into this matter was informed by two separate documents: PEER’s August 26, 2021
complaint to NARA (“August 26 complaint™), and a 40-page, partially redacted letter sent on June 28,
2021 by PEER to Representative Ro Khanna, Chair Oversight Environment Subcommittee, House
Committee on Oversight and Reform (“June 28 letter”). In its August 26 complaint, PEER provided a
link to a 10-page excerpted portion of the June 28 letter, though it is unclear whether PEER also
provided NARA with a copy of the June 28 letter.

Although the June 28 letter describes the alleged records losses in more detail than the August 26
complaint, PEER redacted key portions of the allegations in the June 28 letter, limiting our ability to
identify and investigate all of the chemical risk assessments referenced in the June 28 letter.
Nevertheless, based on a review of the unredacted portions of the June 28 letter, EPA believes that there
are a total of four separate chemical risk assessments referenced in the June 28 letter. As a result of
PEER’s redactions, EPA was only able to identify the case numbers associated with three of those
assessments. This letter will describe EPA’s findings concerning those three specific chemical risk
assessments.

No Finding of Unauthorized Disposition

After thoroughly investigating the allegations in PEER’s complaint, EPA has determined that it has no
reason to believe that federal records were unlawfully destroyed. As explained in more detail below,
EPA has located the specific draft chemical risk assessments—reflecting the exact language that PEER
claims was deleted and not documented—for the three chemical risk assessments EPA identified in
PEER’s June 28 letter. EPA has also located the final versions of these chemical risk assessments that
were ultimately issued by OCSPP.

OCSPP’s Pre-March 2020 Recordkeeping Process

At the time the three chemical risk assessments at issue in PEER’s August 26 Complaint were developed
and finalized, OCSPP’s process for creating and preserving draft versions of chemical risk assessments
largely occurred through the use of a “folder system” in a shared drive (hereinafter, the “G” drive) on a
secure network per TSCA (CBI) security and handling requirements (the “pre-March 2020 procedure”).
The “G” drive was separated into dedicated folders for each phase of the review process where draft
and/or final versions of chemical risk assessments would be saved. Those folders were labeled (i)
“working draft assessments,” (ii) “final review and management approval,” and (iii) “completed
assessments.”
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At each stage of this process, OCSPP staff were directed to create and preserve the original draft risk
assessment as a separate file in the “working draft assessments” folder, and to create and save any new,
subsequent versions of the draft risk assessment as separate, distinct files. Under this process, OCSPP
specifically intended for there not to be a singular “working draft” that would contain the totality of all
staff members’ edits or revisions; instead, each time the draft was reviewed and edited, a new draft
version was to be created and saved as a separate file with each reviewer’s edits, modifications, or
comments. This process was implemented to ensure that all draft versions of the chemical risk
assessment—including any edits, revisions, or modifications made to the draft—would be preserved as
the document moved through the review process.

Once staff-level review was finished and the draft risk assessment was completed, it would again be
saved as a separate version into the “final review and management approval” folder on the “G” drive to
await management review. EPA’s investigation revealed that completed draft risk assessments
undergoing management review would sometimes also be separately saved to a secondary secure shared
drive (the “J” drive). Once reviewed and approved by OCSPP management, the final version of the draft
chemical risk assessment would then be saved to the “G” or “J” drive and then uploaded to EPA’s New
Chemicals Review (NCR) system for preservation.

In searching the “G” and “J” drives for the three chemical risk assessments at issue, EPA located
multiple draft versions of each chemical risk assessment. After closely reviewing the allegations in
PEER’s June 28 letter and comparing those allegations to the draft risk assessments EPA located on the
“G” and “J” drives, EPA has confirmed that it is in possession of the draft versions of the chemical risk
assessments that PEER alleges were modified and lost or destroyed. Further, EPA has confirmed that the
final versions of all three chemical risk assessments are preserved in NCR and other EPA databases.

OCSPP’s Current Recordkeeping Safeguards

Although EPA ultimately determined that OCSPP’s pre-March 2020 process operated to successfully
preserve the records that PEER alleges were lost, OCSPP identified certain growth areas with its former
process that have since been remedied by the implementation of JIRA/Confluence and recent upgrades
to NCR. For example, at times, EPA staff would not place drafts in the correct folder or would
inadvertently save changes to the original file, instead of creating a new file. Unlike the pre-March 2020
process, which required users to manually create and preserve all records generated during the
development of chemical risk assessments, JIRA/Confluence, and now NCR, feature automated and
robust recordkeeping safeguards sufficient to ensure that any records generated during the development
of chemical risk assessments are captured, preserved, and protected from inadvertent or unauthorized
deletion. Although JIRA/Confluence were originally introduced for use at the Agency in March 2020,
they were not fully implemented or uniformly used to draft chemical risk assessments until around April
or May 2020. These systems and their recordkeeping safeguards are explained in more detail below.

JIRA/Confluence

JIRA/Confluence are collaboration tools in which draft risk assessments are now created, reviewed,
edited, and approved by OCSPP staff and management. Once the draft risk assessments are finalized and
approved, the final version is then entered or migrated to NCR. Importantly, JIRA/Confluence feature an
automatic “versioning” functionality, where every “save” creates a new version of the document, which
is then saved to, and retrievably from, the system. This automated “versioning” functionality ensures
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that the Agency retains a copy of all draft versions of documents—including any modifications, edits, or
annotations made to each draft—that are generated in JIRA/Confluence.

JIRA/Confluence also feature safeguards to track all actions performed in a case and to restrict deletion
rights only to certain authorized users. To the extent that any documents associated with a case in
JIRA/Confluence (e.g., transitory or intermediary records eligible for deletion) are no longer needed and
can be deleted from the system, only certain individuals with the requisite permissions—known as
“space” administrators—may perform the deletion. All such deletions are tracked in audit logs, which
specify (i) when a deletion was made, (ii) by whom, and (iii) what was deleted. Restricting users’ ability
to delete or remove documents from NCR reduces the possibility of documents being lost or
inadvertently removed from the system during the development of chemical risk assessments.

Additionally, in JIRA, all actions are tracked by a ticket and the JIRA administrator can establish
controls for who can do what and track when a document change was made. No such automated deletion
controls were available in the pre-March 2020 process.

New Chemical Review (NCR)

NCR is the final system used in OCSPP’s chemical risk assessment process, and the Agency is currently
updating the NCR workflow module to incorporate the same functionality, data preservation, and
record-keeping safeguards of JIRA/Confluence. For example, since September 17, 2021, NCR provides
the same automatic “versioning” functionality as JIRA/Confluence, which ensures that all draft versions
of risk assessments created in NCR will automatically be preserved. Once NCR is fully updated and all
cases are successfully migrated from JIRA/Confluence to NCR, JIRA/Confluence are proposed to
sunset, and OCSPP will operate exclusively within the NCR environment.

Like JIRA/Confluence, NCR also restricts deletion rights only to certain users and under certain
circumstances. To the extent that a document (e.g., a transitory or intermediary record) is eligible for
deletion from NCR, that document may only be deleted by certain individuals and under certain
circumstances. Specifically, deletion rights in NCR are governed by the following conditions: (1) only
the person who uploads the document can delete the document; (2) only staff who have the
administrative delete privileges can delete the document; (3) the latest version of chemical risk
assessments cannot be deleted; and (4) the database administrator may delete documents through the
database backend, though only when an EPA written request is submitted. A deletion may be performed
only on documents that meet the above criteria, and any such deletions are tracked in NCR’s “Event
History” feature, discussed below.

Additionally, given the importance of traceability, NCR includes a robust tracking component.
Specifically, this built-in functionality tracks actions performed in the system by recording actions
performed by a given “user,” “what was done by the user,” and “when the user took an

action.” Additional tracking abilities can be added easily, and the “Event History” log provides an audit
log of all actions (including deletions) performed in the system.
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Conclusion

After thoroughly investigating the allegations concerning the alteration of chemical risk assessments,
EPA has determined that there has been no unauthorized destruction of records, as alleged by PEER in
its August 26, 2021 Complaint.

Thank you for the opportunity to address these allegations. If you have any guestions, you may contact
me via email at ellis.john@epa.gov, or via telephone at (202) 566-1643.

Sincerely,

Digitally signed by JOHN

JO H N E L LI ELa%:IeS 2022.02.10 18:43:28
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John B. Ellis, CRM
EPA Records Officer
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